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INFORMATION SECURITY OF UKRAINE:
INFORMATION INFLUENCE
AND INFORMATION WARS

The article is devoted to the current problem of information security of Ukraine and the
protection of the national information space from negative propaganda and manipulative
informational and psychological influences. It is emphasized that the problem is actualized in
the conditions of the Ukrainian-Russian conflict, when the provision of information security
turns into a factor of preserving the national identity of Ukraine and its functioning as a
sovereign independent state. The transition to the information society, the processes of
globalization, the development of the latest technologies and the new challenges of modernity
have led to the emergence of new ways of waging war and have radically changed the
international security system. The principles, resources and means of warfare have changed
significantly. Modern challenges and threats to the system of global information security have
led to a rethinking of the conceptual and practical foundations of international cooperation in
the field of information security. In order to maintain security and stability in the modern world,
uniform rules, principles and standards of responsibility must be adopted. The article attempts
to analyze theoretical approaches to defining the essence of such concepts as information
security and threats to information security. The manifestation of socio-legal nature in such a
recent globalization phenomenon as information war is considered. It has been proven that
manipulation of information through psychological influence on the opponent has long been a
means of waging war. It is indicated that the peculiarity of the information war is not only that
the influence is carried out using the latest means, but also that it is an uncontrolled resource
that is very weakly amenable to legal regulation, therefore it actively uses false, distorted
information as a means of manipulating consciousness. The approaches of scientists who
researched certain aspects of the information struggle were analyzed, appropriate conclusions
were drawn based on their work, and the conceptual basis of the article was formed.
Keywords: information besiege, information war, means of warfare, information resources,
information influence.

Formulation of the problem. In the conditions of modern global and regional information
confrontations, destructive communicative influences, the clash of multi-vector national information
interests, the spread of information expansion and aggression, the protection of the national information space
and the guarantee of information security become the priority strategic tasks of modern states in the system
of global information relations. Preservation of information sovereignty, formation of an effective security
system in the information sphere is an urgent problem for Ukraine, which is often the object of external
information expansion, manipulative propaganda technologies, and destructive information invasion.

After February 24, 2022, the civilized world has changed, security is no longer provided by rational
agreements and inviolable state institutions. Unfortunately, modern realities have shown that modern
international institutions are not capable of creating obligations for states by virtue of the powers granted to
them by statutory documents, even with the direct consent of the state to the obligation of such an obligation,
as an example of which can be the resolutions of the UN Security Council, to which states must obey due to
their membership in the UN, but the Russian Federation demonstrated all its legal nihilism by its example.
The UN is called to promote international cooperation, the purpose of which is to limit threats in the field
of international information security and to form an international legal framework to prevent the threat
of information wars; creation of an international monitoring system to track threats that appear
in the information sphere; creation of a mechanism for monitoring compliance with the conditions
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of the international information security regime; creation of a mechanism for resolving conflict situations
in the field of information security.

In the conditions of the Russian-Ukrainian conflict, the protection of the national information space
from negative information and psychological influences, operations and wars, the guarantee of information
security and information sovereignty acquire special importance and become factors in the preservation
of the national identity of Ukraine and its functioning as a sovereign and independent state’.

In fact, the unlimited potential of the information space is used by the world's leading states in military
conflicts both to optimize the functional capabilities of their own security and defense structures, and to create
new means of realizing their own geopolitical interests, including information weapons.

The information security strategy, adopted by the National Security and Defense Council of Ukraine
in December 2021, defines the priorities of information security, in particular, defines the current challenges
and threats to the national security of Ukraine in the information sphere. The strategy also defines strategic
goals and objectives aimed at countering such threats. Russia's unprovoked full-scale invasion of Ukraine on
February 24, 2022 shows that the information space is becoming a battlefield in the realities of war.
The conflict is fueled by the Russian federal propaganda machine, as well as a high level of support for the
brutal actions of the country's President Putin (according to various data, from 51% to 71% of Russians
support the war in Ukraine)?.

Analysis of recent research and publications. Information security, problems of protecting
the national information space have been studied by many scientists. In particular, the problem is reflected
inthe works of U. llnytska, V. Pocheptsov, Yu. Lisovska, O. Oleinyk, T. Perun, V. Gurkovsky,
K. Zakharenko, V. Zhogov, G. Foros, V. Trinyak, Yu. Muravska, A. Marushchak, A. Pravdiuk and
other specialists.

The purpose of the article there is a study of theoretical aspects of information security, information
wars, generalization of proposals for countering information wars.

Presentation of materials.The right to information is a fundamental right that ensures
the comprehensive development of the individual, the full functioning of the rule of law and democracy, and
the formation of civil society. In the modern world, the presence or absence of this right in a person is an
indicator of the level of democracy of the state, civility of society, observance and protection of universally
recognized rights and freedoms of man and citizen®.

If the 19th century was called the century of production, the 20th — the century of management, then
the 21st century, notes I. V. Aristova, is really the century of information, and information processes become
the subject of conscious, purposeful and scientifically based activity. At the same time, law plays an important
role in the conscious design of information processes, which not only regulates existing relationships, but
also expands the sphere of information activity, which is determined by social needs. Thus, the law affects
the implementation of information processes, defining and supporting those directions that form
the information society”.

The Universal Declaration of Human Rights is the main universally recognized document for the
declaration of human rights, binding on all participating states as a document belonging to the jurisprudence
of international law. Article 19 of the Declaration of Human Rights guarantees not only the right to freedom
of expression, but also the right to access information; this provision is set out in the following version: "...
Every person has the right to freedom of beliefs and their expression; this right includes the right to freedom
of expression and the right to collect, receive and impart information and opinion through the media,
regardless of national boundaries ".These freedoms may be limited in the cases specified in Article 29
of the General Declaration, when "it is established by law in order to ensure due recognition and respect for
the rights and freedoms of others, to meet the just demands of morality, public order and general welfare
in a democratic society." The International Covenant on Civil and Political Rights, ratified by Ukraine

! Inpauneka, V. (2016) Indopmaniiina 6esnexa Ykpainu: cydacHi BUKIMKH, 3arPO3H Ta MEXaHI3MH MPOTHIIT
HEraTMBHUM iH(OpMaIiiHO-ICUXO00riYHAM BIutnBaMm. Humanitarian vision, 2(1), 27-32.

2 Radiosvoboda (2022). Hezaneocni coyionozu: 71% pocisn éiouysac 2opdicms uepes 6iiiny 3 Ypainoio
<https://www.radiosvoboda.org/a/news-sotsiology-rosiyany-viyna-gordist/31757775.html> (2022, December, 03).

3 Holubieva, V., Pravdiuk, A., Oliinyk, S. and others (2022). Constitutional and legal provision of the right to access
information in Ukraine and the countries of the European Union. AD ALTA: Journal of Interdisciplinary Research,
12(1), 156-159.

4 Apicropa, 1. (2011) Hayka «iH(popMariiine IpaBo» Ha HOBOMY €Talli PO3BHTKY iH(OPMAIIHHOTO CyCIILILCTBA.
Ipasosa ingopmamuxa, 1(29), 3-11.
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in 1973, guarantees access to information similar to the Universal Declaration of Human Rights, namely:
"...Everyone shall have the right to freedom of thought and expression: this right includes the freedom to
collect, receive and to disseminate information and opinions of various kinds in oral, written or printed form
regardless of borders..."*,

The international legal basis for the development of the information society in Ukraine is the Okinawa
Charter of the Global Information Society of 2000, the Memorandum of Understanding signed between the
General Directorate for the Information Society of the European Commission and the State Committee for
Communication and Informatization of Ukraine regarding the development of the information society, the
Geneva Declaration "Principles building an information society” in 2003 and the Tunisian commitment
"Second stage of the World Summit on Information Society" in 2005, Declaration on European policy in the
field of new information technologies, adopted by the Committee of Ministers of the Council of Europe in
1999, Directive of the European Parliament "On system of electronic signatures used within the Community"
1999, UNICITRAL Model Law "On Electronic Signatures”,adopted by the UN Commission in 2001, the
Recommendation of the Committee of Ministers of the Council of Europe (2004) on e-government, adopted
in 2014, and international agreements in the field of cooperation, for example, the Agreement between the
Cabinet of Ministers of Ukraine and the Government of the Republic of Latvia on cooperation in the field
of informatization?.

The idea of ensuring international information security was first implemented in UN General Assembly
Resolution A/RES/53/70 "Achievements in the field of informatization and telecommunications in the
context of international security" dated December 4, 1998. This document initiated a joint discussion of the
issues of creating a completely new international legal regime, the structural element of which in the future
will be information, information technology and methods of its use®.

The resolution of the UN General Assembly A/RES/54/49 "Achievements in the field
of informatization and telecommunications in the context of international security" dated December 1, 1999,
for the first time indicated threats to the international security of the information space in relation not only
to the civil, but also to the military sphere®.

In fulfillment of this Resolution, in 2000, the UN Secretariat presented the "Principles relating
to international information security", which were published in the report of the UN Secretary General
dated June 10, 2000 for their further joint discussion. The principles determine the rules of behavior of
states in the information space, creating corresponding moral obligations for them, and also lay the
foundation for international negotiations under the auspices of the UN and other international organizations
on information security issues. For the first time, such definitions of the conceptual apparatus of the
international information security system as: "information space"”, "information resource", "information
war", "information weapon", "information security”, "threat to information security”, "international
information security” were given®.

Modern man, his everyday life turned out to be dependent on mass communication. The spread
of network computer technologies, mobile communication and the Internet, information resources of modern
society can bring not only good, but also be exposed to a growing number of threats that can harm the interests
of an individual, society, state, lead to economic losses and endanger security of national information security.
In this connection, the issue of society's demand for information security acquires extraordinary importance.
The use of the Internet and information technologies not only opens up unlimited opportunities for humanity,
but also creates new serious threats. More and more information is moving online, and according to the latest
estimates, there are already more than 20 billion devices connected to the Internet in the world, which is

! Holubieva, V., Pravdiuk, A., Oliinyk, S. and others (2022). Constitutional and legal provision of the right to access
information in Ukraine and the countries of the European Union. AD ALTA: Journal of Interdisciplinary Research,
12(1), 156-159.

2 Pomamienko, B. (2016). TTpasoge perysoBanHs iHpopMalliiiHOro cycninbeTBa B Ykpaini. I[Tionpuemnuymeo,
eocnooapcmeo i npaso, 9, 100-104.

3 Undocs (1999). Pesomoyus A/RES/53/70 T'A OOH «[locmudicenus 6 cghepe ungopmamusayuu u menekoMmyHUKayuu
6 KOHmeKcme mexucoyHapooHou besonackocmuy <https://undocs.org/ru/A/RES/53/70> (2022, December, 03).

4 Undocs (1999). Pezomronns A/RES/54/49 TA OOH «Jloctmxenus B chepe HHPOPMATH3AINY U TEIEKOMMYHUKAIIMH
B KOHTEKCTE MEXIyHapoaHo Oe3omacuoctu» Undocs <https://undocs.org/ru/A/RES/54/49> (2022, December, 03).
5> dpomnoea, O. (2018). Ponrs OOH B cuctemi Mi>kHapoaHOI iHpopMamilinoi 6e3neku. Erexmponne 6uoanis
Tuemumymy miscnapoonux gionocun «MisicnapooHi sionocunu. Cepia: Ionimuuni naykuy», 18
<http://journals.iir.kiev.ua/index.php/pol_n/article/viewFile/3468/3140>. (2022, December, 03).
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several times more than the population of the Earth. Also, billions of gigabytes of various information are
collected on the servers. The world is becoming open, and such rapid growth requires the formation of "rules
of the game.” Today, cyberspace has become a very important part of life. With its help, many social problems
are solved, it has a great impact on the economy and innovative activities, etc. Because of this, cyberspace is
very promising for development, as well as a prime target for attackers. Cyber attacks on information
infrastructure have become a real threat, and countering these attacks is one of the main challenges for risk
management?.,

A day before the military invasion, operators associated with the GRU and Russian military
intelligence carried out destructive attacks on hundreds of systems of the Ukrainian government, IT sector,
energy and financial organizations. The activity observed by Microsoft included attempts by attackers to
destroy, disrupt, or penetrate the networks of government agencies and critical infrastructure facilities, some
of which were subjected to simultaneous ground attacks and missile strikes by the Russian military. These
network operations were supposed not only to impair the functions of the institutions to which they were
directed, but also to prevent citizens' access to reliable information and vital services, to shake the confidence
in the country's leadership?.

Noting the generally positive role of the transition to the information society (in particular, the Okinawa
Charter of the Global Information Society particularly emphasized the potential advantages of information-
communication technologies that stimulate competition, contribute to the expansion of production, create and
support economic growth and ensure employment of the population), which consists primarily in the
transition to new principles of processing and transmission of information in order to increase the efficiency
of the functioning of many spheres of activity, it is also necessary to state that the positive properties of
information and information technologies can be used not only for the purposes of sustainable development
of society, but also for selfish and criminal purposes. The wave of technical progress has also made significant
changes in the methods of solving geopolitical, military, economic, trade and other conflicts, so force methods
are currently giving way to information methods®.

If we follow the evolution, then the history of the development of information wars is the history of
the development of humanity, the history of the struggle of civilizations. There are many examples of victory
and defeat in specific battles, when the situation changed dramatically thanks to some military tricks,
purposeful dissemination of disinformation. Bringing information to a certain person or group of persons and
receiving "profit" from it is an information operation that is an element of information warfare®.

With the development of information technologies, the worldwide information network, such a type of
warfare as information war is emerging. We are at a historical crossroads, at which the latest technologies
can carry both a positive, constructive trend and a destructive one. "The industrial age brought the struggle
between states to the fore, and in the 20th century — ideological and political systems. Component victories
began to be formed from a complex of economic, moral-political and technological factors. The emergence
of microelectronics, which opened up opportunities for mass communication, in combination with
information technologies gave rise to network information structures, and with them the concept of
information and network wars".®

Psychological influence on the opponent is an ancient mechanism of influence on the opponent. After
the Second World War, such a field of international law as international humanitarian law began to develop
actively. The means and methods of waging war receive legal regulation. However, the war is not always
won on the battlefield, it is also won thanks to psychological and informational means. Information warfare
is a type of military operations, the weapons of which are information processing equipment and methods,
which allow to purposefully, quickly and covertly influence the military and civilian information systems

! Pravdiuk, A. (2022) The state and current issues of legal regulation of cyber security in Ukraine. European Political
and Law Discourse, 9(3), 19-28. DOI: 10.46340/eppd.2022.9.3.3.

2 Bonpap, I'. (2022). Kibepriiina B Ykpaini Ta BUKJIHMKH HaLliOHAIBHIN Ge3neli: KibepHanaay Ha THPPOBY
iHppacTpyKTypy (IepkaBHiI yCTaHOBH, OOEKTH KPUTUYHOI iHPPacTPyKTypH Ta opraHizailii TpeTbOro CEKTOpY).
Ilybniune ynpasninus ma pecionanvruil pozsumox, 30-37.

3 Oxinaecoxa Xapmis 2nobansnozo ingpopmayiiinozo cycninvemesa, 2000 (Bepxosua Paga Ykpainn). Ogiyitinuii caiim
Bepxoernoi Paou Yrpainu <http://zakon.rada.gov.ua/laws/show/998 163> (2022, December, 03).

4 Yepaarrok, B., Boiiko, O. (2021). lndopmaniiini Bilian (KOH(IIIKTH): TEOPETUKO-TIPABOBUH actiekT. FOpuouunuil
sicnuk, 2 (59), 62-69.

S Illymka, A. B. Uepnux, I1. I1. (2013). Ingopmaniiino-MepexkeBa BiliHa — HOBa (popMa MiKIEPIKABHOTO IPOTUOOPCTBA
mouaTky XXI cT. Biticbkogo-naykosuii gichuk, 19, 243-255.
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of the enemy with the aim of undermining his politics, economy, military capabilities, and ultimately —
national security.

In today's context, it is worth recalling the words of Napoleon Bonaparte: "Four newspapers can do
more harm than an army of a hundred thousand." The press, Napoleon believed, should write only what it is
ordered to do, and keep silent about what it should not say. It is worth noting that Napoleon used the mass
media not only during military campaigns, but also to consolidate and maintain power. In particular, the
military operations of Napoleon's army were usually preceded by the spread of rumors about the greatly
exaggerated number of Napoleon's troops, followed by the distribution of pamphlets and leaflets®. In turn, as
J. Goebbels determined, "it is not what is written about in the newspapers that is important, but what is not
written about in them." According to the materials of R. Herzenstein, one of the main methods of such
propaganda was silencing. Similar approaches are widely used today, especially in the Russian mass media®.

On June 21, 2022, D. Cohen, the chairman of Jigsaw, which is part of Google, delivered a speech at
the UN Security Council meeting dedicated to Ukraine. He noted that when the Security Council was created,
no one could imagine that almost 65% of the world's population would be connected by such a complex entity
as the modern Internet. "For the war in Ukraine, YouTube, TikTok and other platforms have uploaded more
hours of video than minutes of the conflict*.

In turn, we believe that society itself is one of the key elements that consciously or unconsciously
performs the function of transmitting information, as users in the process of militarization of networks.

But I would like to emphasize that every war, whether it is mass aggression or information war, has its
own rules. The aggressor country violated all possible of them without declaring war, being wary of breaking
all relations from economic to political and the rules of information warfare, turning so-called patriotism into
racism in cyberspace. The propaganda of the enemy uses all kinds of expressions that spread, incite,
encourage or promote racial hatred, xenophobia, anti-Semitism, or other forms of hatred that incite
intolerance, that, in particular, manifests itself as warlike nationalism and ethnocentrism, discrimination and
oppression of minorities, migrants and other persons of foreign origin. All this leads and has already led to
tragedies in the cities of Ukraine (Bucha, Irpin, Borodyanka, Mariupol and many others).

The specifics of armed conflict, as well as the place and role of the military argument in politics, are
naturally determined by the level of development of society and technology. The process of the complication
of weapons and methods of warfare occurs in a wave-like manner and synchronously with the process of
evolution of social organization and consciousness. Competitiveness in the era of industrial society was
determined by the state's ability to produce heavy weapons, transport them to the theater of operations, and
withstand economic pressure. In the information age, military competitiveness is associated with the ability
to process information and integrate it into military operations, thus ensuring their success®.

In turn, we can draw an analogy about the so-called second army of the world. In our opinion, this is
nothing more than a myth and psychological intimidation of the military and the civilian population
of Ukraine.

It is worth taking into account the conclusions made by N.F. Semen in the course of researching
the problems of Russia's information war against Ukraine and Ukraine's opposition to such actions.
The researcher notes that countering military aggression will be effective only when Ukraine creates
the necessary legal basis for countering Russian propaganda. Moreover, the author believes that propaganda
should be understood as the whole set of information messages from Russia, Russian media, even Ukrainian
Russian-language media, which have a negative context for Ukraine. "In order to effectively resist

! Tpunsen, C.H.(2004). Ilone 6ument — xubepnpocmparncmeo. Teopus, npuemvl, cpeocmea, Memoosl u CUCTEMbl
6€0eHUsL UHPOPMAYUOHHOU 601iHbL. MOCKBA.

2 Maxkapos, B. E., Ctynun, C. A. (2015). Iorumuueckue u coyuanvibie acnexmul UHGOPMayuoHHOI 6e30nacHOCI.
monoepagus. Mocksa, Taranpor.

3 Xomouiko, B., Xoxnauoga, 0. (2016). Inpopmauiiina silina. 3MI sk iHCTpyMeHT iH(OPMALiHOTO BILIUBY

Ha cycrinecTBo. Yactuna 1. besnexa ingopmayii, 22(3), 283-288.

4 Cohen, J. (2022). Warning incitement of racial, religious hatred can trigger atrocity crimes, Special Adviser stresses
states’ legal obligation to prevent genocide. Russian Federation’s Disinformation Campaign Aimed to Justify Invasion
of Ukraine, Several Speakers Stress. Security Council. June 21, 2022. Reliefweb.int.
<https://reliefweb.int/report/ukraine/warning-incitement-racial-religious-hatred-can-trigger-atrocity-crimes-special-ad
viser-stresses-states-legal-obligation-prevent-genocide> (2022, December, 03).

> Marga, €. (2014). I'6puana BiiiHa: CyTHICT Ta cTpyKTypa heromeny. Miscrnapooni eionocunu Cepis "Horimuyni
nayxu”, 4 < http://jurnals.iir.riev.ua/index.php/pol_n/article/wiev/2489>. (2022, December, 03).
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the information war and respond adequately to the Russian side, it is necessary to clearly understand that
the format of the information war has long gone beyond the scope of violence™.

In turn, we can note that the improvement of legal norms will not be able to counteract information
aggression, because the information vacuum formed over years and decades, starting from the times of the
Soviet Union until now, when information was provided in a limited and, in most cases, fictitious manner,
the population of the country perceived any information as reliable. , and such that it is not amenable
to criticism or, much less, analysis.

The war in Ukraine is the largest military conflict since the end of the Second World War, but it is also
the first war in detail, every soldier and civilian has the opportunity to record on any gadget the everyday life
or even every second of the war. Each video will forever remain on the Internet, each war criminal will not
be able to escape punishment and will be brought to justice in accordance with the norms of international
law. We understand that it is necessary to record war crimes, but the military insists that posting pictures on
the Internet of the movement of military units, their location or damaged infrastructure in real time can lead
to the loss of an entire unit or to a repeated missile attack on the infrastructure. Unfortunately, regardless of
criminal liability, certain citizens.

The theater of information warfare is comprehensive: from the office to the home personal computer.
The means of conducting such a war are any means of information transmission that allow purposefully
changing (destroying, distorting), copying, blocking information, neutralizing protection systems, limiting
access, disinforming, disrupting the functioning of information carriers, disorganizing the operation of
technical means, computer systems and information and computing networks of the enemy. Methods of
influence determine the peculiarities of the spheres in which the information struggle is conducted. Therefore,
the risk of disorganization of society due to artificially created information-organized controlled chaos, due
to an excess or deficit of information, misinformation, and, as a result, the general controllability of large
social groups is quite achievable?.

False information is the basis of such a war. Quite often, under the guise of a great goal — patriotism,
the protection of indigenous peoples, the protection of human rights and freedoms, the fight against terrorism,
etc., military aggression takes place, that is, an undeclared armed conflict, which causes not only the seizure
of territories, but also significant human casualties®.

The term "information war" appeared in the mid-1970s. It was proposed by physicist Thomas Rohn,
who was not only the first to understand, but also scientifically substantiated the fact that information is
the weakest link in any army*. According to the definition of Professor B. Yuskiv, information warfare or
"informational and psychological influence is the purposeful production and distribution of special
information that directly affects the functioning of the informational and psychological environment
of society".

Modern scientists point out that information war (from the English information war) is a term that has
two meanings: first, influence on the civilian population and/or military personnel of another state through the
dissemination of certain information®. Today there are many definitions of information warfare. The definition
of information warfare can be found in the works of M. Libiki, in particular, in which the author identified seven
types of information warfare: command-and-control, hacking, economic, psychological, intelligence, electronic
and cyber warfare. M. Libiki, in turn, noted that attempts to fully understand all aspects of the concept
of information war are similar to the efforts of blind people to learn about the world around them’.

Ensuring the information security of Ukraine and the security of state interests in the information space
will be facilitated by the priority development of an appropriate regulatory system for countering threats

! Cemen, H.(2018). Pociiicbki iHTepHET-peCypCH K YMHHMK iH(OpMalliliHOi Bilinu mpoTu Ykpainu (Ha IpuKiai caifTis
«IIpama.Py» ta «Poccuiickuii muanor»): asmopegepam oucepmayii Ha 3000ymms HAYKOBO20 CMYNEHs KAHOUOAma
Hayk 3 coyianvroi komynixayii. Jlainpo: JIHIMpoBChKUil HallloHANBHUE yHIBepcuTeT iMeHi Onecst ['onyapa.

2 BarnikoBa, M.(2010). Indopmaniiini Bilinu i Yxpaina. Hayxoeuii eicnuk YaczopoOcbkozo yHieepcumemy:

Cepis: Ionimonoeis. Coyionozis. @inocogis, 14, 158-161.

3 YKapogchka, 1., Optunceka, H. (2020). Ingopmariiina BiliHa sk cyyacHe riobanizaliiiHe SBuILeE.

Bicnux Hayionanvnoeo ynisepcumemy “Jlvgiscoka nonimexwixa”. Cepis: “FOpuduuni nayku”, 7(2), 56-61.

4 Kopoxon, 51. (2013). Indopmaiiino-nicuxonoriuni Biitau — 36pos XXI. Akmyansui npodremu norimuxu, 50, 299-307.
® 10chkiB, B.(2003). Onopruii koncnexm nexyiii 3 oucyunainu “Ingopmayiiini eitinu . Pisne: PIC KCV.

6 Manoiino, A.(2003). MHpOpMaLUOHHO-TICHXO0JI0TYECKas BOMHA KaK CPEICTBO JOCTHKEHMS IONTUTUYECKHUX LeJIei.
Azerilove <http://www.azerilove.net/ articles/85/1/> (2022, December, 03).

" Libicki, M. (2007). Conguest in cyberspace. National security and information warfare. Cambridge.
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to these interests and streamlining the law-making process in the field of analysis, generalization, use and
dissemination of information®.

The need for such development of the system of regulatory and legal support is determined by certain
factors. First, in the conditions of the functioning of the legal state and civil society, the main functions of
state authorities, which are entrusted with the main responsibility for national security, should be regulated
by certain legal norms aimed at ensuring civil constitutional rights and freedoms. Law-making in this context
is aimed at the normative consolidation of the tasks of countering threats to the national security of Ukraine,
the means and methods of their implementation, ensuring the conciliatory policy of the authorities. Secondly,
Ukraine's course towards integration into the international community significantly expands the possibilities
of consolidating the conceptual foundations of state information security by participating in the development
of international legal norms in this area, formation of an international system for ensuring information
security on a global scale and within the framework of each individual country. Thirdly, the implementation
of guarantees of civil rights and freedoms, protection of state interests of our country involves a significant
increase in the role of authorities in regulating relevant social relations, the presence of a transparent and
understandable state policy?.

The peculiarities of the state's implementation of information security functions are that the activities
of each state body are carried out by using the information infrastructure of society, forming and consuming
information resources, and establishing relations with citizens. In view of this, state bodies as the owners of
such resources and representatives of the relevant infrastructure must apply a range of measures aimed at
ensuring the preservation of resources and the security of information, telecommunications, management and
communication systems®,

However, the reality is the opposite. As O. Belorus ironically observes, researching globalization and the
national strategy of Ukraine: "Our legislative field is exemplary, thanks to it, anyone can work in the information
field as they wish. We actually lost informational sovereignty, because we have only 10% of the state share,
while France, Poland, Germany have up to 40%, and some of our neighbors have 60%. They each have 3-5 state
radio channels, 2-3 TV channels, and in our country, especially in cable networks, another state actually sits™.
However, as is known, the problem of ensuring information security as an integral component of the general
national system of state security and protection of the fundamentals of the constitutional order must be directly
resolved by state structures whose duties include ensuring, observing and protecting the Constitution of Ukraine.
Of course, this is logical, because from a state-legal point of view, the protection of the Constitution and ensuring
the stability of the constitutional system of Ukraine should occupy a special place in the national security system.
It is no accident that Prof. Yu. M. Todyka considered the indicated problem as a complex political and legal
one, which acquires special importance in the period of the formation of statehood, economic, political and
social instability, the formation of the legal system of the state on a conceptually new basis®.

In every information war, there is a subject, that is, the one or those who control the information flows.
The subjects of activity in the information space of society implementing the state information policy include:

1) bodies of state power and management that have stable interests in the information space; form and
control the national information space; create structural units whose functions and tasks include conducting
information warfare;

2) international organizations that have stable interests in the information space and participate in the
formation of the information space; use national structures integrated into international organizations; create
their own scientific and technical potential and use the potential of countries;

3) non-governmental organizations that have interests in the information space; create their own
segment of the information space; create units within their structures whose functions and tasks include
information warfare; create and use their own scientific and technical potential and use the potential of allies,
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as well as supporting countries, which in one way or another are related to the activities of this subject;
develop and consolidate certain values and ideals at the level of their official ideology;

4) media corporations, the main function of which is the dissemination of knowledge, ideas and values,
the formation of certain views, ideas and emotional states of people and, through them, influencing
their behavior®.

Undoubtedly, the state, even if it uses the experience of foreign countries, will not be able to cope with
the information influx of the enemy on its own, in our opinion, this is possible only if the government,
business, army, society, self-government and religious organizations consolidate.

Formation of public consciousness with the help of subjects of information war using methods
of psychological influence becomes the most effective way of control and manipulation both inside the state
and outside it. It all depends on who actually determines the information content. Thus, our attitude
to problems and phenomena, even the very approach to what is considered a problem or phenomenon, is
largely determined by those who control the world of communications?.

Media researcher J. Bryce published a book in which he revealed the mechanisms of influence
on public opinion.

First, a "plurality of opinion™ is constructed with the help of "facts or stories” in order to disrupt
the feeling in the human soul, which flows out of the mouth by itself, creating the impression that everyone
is talking about the chosen fact.

At the second stage, newspapers (morning and evening) express a more certain opinion about
the events, providing it with "expected results" and, thus, "the opinions of ordinary citizens begin to condense
into a solid mass".

At the third stage — in debates and discussions — unnecessary arguments are rejected in favor of one
definite and unchanging decision.

The fourth stage is the introduction of a fact or an assessment of an event, which is passed off
as a "conviction that has developed" in the form of "the tendency of people to "unanimity"" in the interests
of ordinary citizens.

The whole process of processing public opinion was compared to the action of a roller on a road, when
"clumsiness is suppressed, and the road becomes smooth and even takes on a uniform appearance™*.

The goal of information warfare is to influence the decisions of an adversary or competitor, and
as a result, his behavior in such a way that he does not know that he is being influenced*. Such informational
influences are able to fully or partially cause destabilization processes in the information space of sovereign
states, provoke unrest and internal confrontation.

The variety of possible tools leads to the fact that the aggressor state surrounds the enemy with a swarm
of seemingly unrelated actions: provocations, disinformation, diplomatic demarches, actions of various
foundations, committees, authoritative leaders, movements, TV channels, Internet sites, etc. But in reality,
these actions are well coordinated among themselves based on a single strategic concept. This not only
increases the power of influences due to coordination, but also contributes to ensuring their suddenness and
the complexity of countermeasures, since only an intellectually well-prepared state elite can resist complex
systemic influences from all sides®.

The most dangerous manifestations of such influences can be informational influences, the object
of which is a direct attack on the constitutional system and the rights and freedoms of a person and a citizen,
since one of the main tasks of the state in the information sphere is to observe the constitutional rights and
freedoms of a person and a citizen when receiving information and using it, preserving and strengthening the
moral values of society?®.
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In our opinion, the information policy of Ukraine needs to be adapted to new conditions, to act in
advance and continuously monitor the impact on the domestic media market. In turn, the concept of
information war involves the use of information weapons by conducting information operations, they can be
of both an information-technical and information-psychological nature, covering all directions of information
conflict, it is also necessary to state the fact that modern international law does not determine the relationship
between cross-border the nature of information networks and the principle of state sovereignty.

Most of the countries of the world have a clear understanding that information security is an integral
component of national security, which necessitates the development and improvement of national legislation,
the creation of appropriate specialized structures, the main task of which is to ensure the information security
of the state. Today's realities have shown that only joint and well-coordinated actions give the opportunity to
oppose the military and information war on the part of the Russian Federation and its satellites. The society
must understand that this is our joint responsibility — both the state, media and civil society.

In conflicts where the decisive action may be the opening of a virus-infected e-mail, the retweeting of
a message from a software agent mistaken for a human, or the invisible contribution of a hijacked computer
(or digitized refrigerator) to a large botnet, we are in the realm of Marx's "they do it, but they do not know it.'
"Even if you don't see the war, the war sees you" is the logic of the blind gaze of cyber war, a regime in
which, although "the subject does not see where this regime leads, he follows it".

Conclusions. Information protection or, better said, ensuring security is no longer just a technological
problem. Issues related to information, its protection, information security and confidentiality become one of
the measures to protect state sovereignty. Information has become the most important asset needed by a
person, the state and society in general. Ensuring information security and protection of information
sovereignty, forming one's own protected information space is one of the main tasks of the country.

In order to solve these problems in a timely manner, Ukraine still has a lot to do in terms of legal,
organizational, and organizational and technical aspects. In particular, in order to protect the information
space, it is necessary to create systems for managing national information resources, reliable protection of
state administration channels, and countering information threats. In the conditions of war, the problem of
guaranteeing information security due to the spread of cyber threats of various types becomes a matter of
state security, a matter of every citizen and society as a whole, therefore it is a strategic problem of the state,
which requires the creation of a comprehensive system for ensuring cyber security and information
sovereignty, establishing strategic communications of national subjects cyber security systems, building
capabilities to counter cyber threats, formation of the appropriate infrastructure of the domestic information
space.

The legislator is obliged to carry out a policy of anticipation and to immediately respond to dynamic
changes occurring in cyberspace, to develop and implement effective means and tools for a possible response
to aggression in cyberspace, which can be used as a means of deterring military conflicts and threats in
cyberspace. In our opinion, the adoption of the law on media, which received generally positive conclusions
from the European Commission, was an important step to ensure information security. There are quite a lot
of comments, but the media norms are clearly outdated and do not fully meet the requirements of modern
times.
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