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INTERNATIONAL LEGISLATION AND PRINCIPLES
IN THE FIELD OF PROTECTION OF BIOMETRIC
PERSONAL DATA
The article is devoted to the study of international legislation in the field of protection of biometric
personal data. The article describes the basic principles in the field of protection of biometric
personal data. The article contains provisions of international norms in the field of protection of
biometric personal data. The article highlights the shortcomings of non-compliance of Ukrainian
regulations with international standards in the field of protection of biometric personal data. This
scientific article identifies the principles that are binding on each Member State in the context of
bringing legislation in the field of personal data protection in line with international law, in
particular such as the principle of automation of personal data processing by automated systems;
the principle of respect for fundamental rights and human freedoms regardless of the location of
the databases; the principle of the link between the protection of personal data and the right to
privacy; the principle of equality in the protection of personal data in any city; the principle of
territorial independence; the principle of subsidiarity; the principle of approximation of legislation
in the field of personal data protection; the principle of equal protection of personal data for
automated databases, their equal maintenance; the principle of collecting and processing
personal data in a clearly defined manner; the principle of granting or obtaining permission for
the use of personal data in case of protection of vital interests of the subject; the principle of
permission for the use of personal data in case of justification of their processing for public
purposes in health, social protection, science and public statistical research; the principle of the
possibility for Member States to establish specialization in the field of obtaining individual
information in their legislation and others.
Keywords: biometric personal data, personal data, principles in the field of biometric personal
data protection, international legislation in the field of biometric personal data protection,
implementation of norms in the field of biometric personal data protection.
Formulation of the problem. Today, the European Court of Human Rights is increasingly dealing
with cases in the field of protection of biometric personal data, while Ukrainian courts hardly consider such
cases, because people rarely go to court for the protection of biometric personal data. In our opinion, this is
a very negative characteristic of the level of protection of biometric personal data in the country.
After all, at the legislative level, a person can apply for the protection of biometric personal data only
to a court or to the Verkhovna Rada of Ukraine Commissioner for Human Rights.
Thus, the study of the need to bring Ukrainian legislation into line with international standards for the
protection of biometric personal data is useful given Ukraine’s proposal to implement effective international
standards in the field of protection of biometric personal data in Ukrainian legislation.
Analysis of the state of the study. The issue of studying the experience of the European Court of
Human Rights in the context of cases in the field of protection of biometric personal data was engaged in the
implementation of scientific activities by such scholars in the field of law as: Aristova I., Zayarny O.,
Kravchuk M., Pazyuk A. , Popov A., Melnyk A., Rizak M. and other scholars in the field of law.
Presenting main material. In Ukraine, a person can apply for protection of his / her biometric personal
data only to a few instances, in particular to the court and to the Verkhovna Rada Commissioner for Human
Rights.
Examining the question of how often individuals in Ukraine apply for the protection of their biometric
personal data, we can answer that very rarely. And not because their biometric personal data is not violated,
but because they do not know how they can protect their rights.
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It is extremely difficult to prove in court a violation of the right to protection of biometric personal data
in case of ignorance. Examining the question of how effectively judges of general courts resolve such
disputes, we cannot state that such a practice is effective in Ukraine.
It is extremely rare for courts to satisfy claims in the context of a violation of the right to protection of
biometric personal data.
Therefore, based on the above study of the case law of the European Court of Human Rights in the
context of resolving disputes in the field of biometric personal data, it will be effective for practitioners,
judges and those who directly intend to seek protection of biometric personal data in court.
Legislation in European countries in the context of personal data protection began to take shape and
improve before similar norms began to appear in Ukraine, in particular in the 1980s. After all, in 1983 the
Federal Constitutional Court of the Federal Republic of Germany gave grounds for the need to create
regulations in the field of biometric data protection, because the user has the right to know information about
himself and how his personal data is used and so on.
Similarly, the Federal Republic of Germany adopted the Data Protection Act in 1990, although it was
not the first European country to adopt such a law to regulate the protection of biometric personal data1.
France passed the Informatics, File and Freedom Act in 1978, then Finland passed the Citizens
Registration Act in 1987, then the United Kingdom passed the Personal Data Protection Act in 1984.
Hungary later passed the Law on the Protection of Personal Information and Access to Information of
Public Interest in 1992, and the Netherlands subsequently adopted a kind of Vulnerable Data Decree in 19932.
In 1995, Hong Kong, as an Asian country, passed the relevant relevant law, and accordingly, the laws
"On the practice of identity card numbers" and "On data on consumer creditworthiness" were adopted3.
The Convention 108 on the Protection of Individuals with regard to Automatic Processing of Personal
Data, adopted by the Council of Europe on 28 January 1981, expresses concern about the protection of
biometric personal data 40 years ago by the European Community, which at that time personal data4.
The convention aims to unite the countries of the world to create uniform rules for the transfer of
individual electronic information about a person – mandatory for the processing of personal data.
Many countries have acceded to the above-mentioned Convention since its adoption, almost all the
countries we have listed before have acceded at once, and twenty years after its adoption the number of
acceding countries has reached twenty.
Literally, the aim of the Convention is to achieve greater unity between its members, in particular
through respect for the rule of law and human rights and fundamental freedoms, given the expediency of
extending guarantees of the rights and fundamental freedoms of everyone, and in particular the right to respect
for private life5.
Subsequently, the European Parliament adopted Directive 97/66 / EC on the processing of personal
data and the protection of the right to privacy in the telecommunications sector of 15 December 19976.
It was not the only international document that regulated the protection of biometric personal data at
the international level, in particular such documents as Directive 2002/20 / EC of the European Parliament
and of the Council of 7 March 2002 on the authorization of electronic communications networks and services.
(Authorization Directive), Directive 2002/22 / EC of the European Parliament and of the Council
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of 7 March 2002 on universal service and users’ rights relating to electronic communications networks and
services (Universal Service Directive) and Directive 2009/136 / EC of the European Parliament and of the
Council Parliament and of the Council of 25 November 20091.
In the context of the protection of biometric personal data, the norm of the UN Universal Declaration
of Human Rights of 10 December 1948, enshrined in Article 12, is of paramount importance: in his honor
and dignity. Everyone has the right to the protection of the law against such interference or attacks"2.
As for Ukraine, it should be noted that territorial affiliation with Europe did not affect the adoption
of the previous legislative act that would regulate the protection of biometric personal data, so the adoption
of the relevant law – the Law of Ukraine "On Personal Data Protection" took place in 20103.
The case law of the European Court of Human Rights in the field of biometric data protection is based
on European principles of personal data protection, in particular such as:
− the principle of automation of personal data processing through automated systems, in accordance
with Convention 108;
− the principle of the need to respect fundamental human rights and freedoms regardless of the location
of databases, as territorial restrictions are unacceptable in the field of personal data protection, in accordance
with the basic provisions of the UN Universal Declaration of Human Rights of 10 December 1948;
− the principle of connection between the protection of personal data and the right to privacy;
− the principle of equality of all regarding the protection of personal data in any city;
− the principle of territorial independence, as States Parties to the Convention guarantee adequate
protection of individual information, all future Member States wishing to accede to this Convention must
guarantee the fulfillment of the basic requirements set out therein;
− the principle of subsidiarity, which accordingly provides for any processing of individual information
about an individual. This processing should accordingly take place on the basis of the law of the Member
State, the powers of the controller created by it, and accordingly the level of possible risks of loss or leakage
of information are based on national legal bases;
− the principle of approximation of legislation in the field of personal data protection;
− principles of equal protection of personal data for automated databases, their same maintenance;
− the principle of collection and processing of personal data in a clearly defined manner;
− the principle of granting or obtaining permission to use personal data in case of protection of vital
interests for the subject;
− the principle of permission for the use of personal data in case of justification of their processing for
public purposes in the field of health care, social protection, in the scientific sphere and in state statistical
research;
− the principle of the possibility for Member States to establish in their legislation specialization in
areas for obtaining individual information, etc.
The principles set out above are binding on each Member State in the context of bringing personal data
protection legislation into line with Convention 1084.
The case law of the European Court of Human Rights is based on the above-mentioned international
principles. For Ukraine, compliance with these requirements is one of the prerequisites for European
integration.
For European countries, improper handling of personal data is classified as an administrative offense,
and in Ukraine, in particular, is punishable by significant fines (from two hundred to three hundred nontaxable minimums).
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In general, the International Guiding Principles on the Protection of the Right to Privacy were
developed in 1969 and adopted by a group of experts from the Organization for Economic Co-operation and
Development chaired by a representative of the Australian Legal Reform Committee. Relevant principles
were essentially formed on the basis of the practice of personal data protection of foreign countries. The above
principles were adopted in 1980, and to date no commitments have been made to Member States in connection
with the adoption of the principles1.
It is important to emphasize that the provisions of the Convention and the work of the Organization for
Economic Cooperation and Development have prompted the harmonization of national legislation of member
countries in accordance with international standards for personal data protection in general, and biometric
personal data in particular.
Appropriate standardization of consumer protection for the protection and processing of personal data
not only on the Internet, but in general in all network systems has become one of the main guidelines
in the field of national regulation of personal data protection.
Therefore, it should be concluded that the principles discussed in this scientific article are binding on
each of the Member States in the context of bringing the legislation in the field of personal data protection in
line with international law. In particular, the principle of automation of personal data processing through
automated systems, the principle of respect for fundamental human rights and freedoms regardless of the
location of databases, the principle of connection between personal data protection and the right to privacy;
the principle of equality of all regarding the protection of personal data in any city; the principle of territorial
independence, the principle of subsidiarity, the principle of approximation of legislation in the field of
personal data protection; the principle of equal protection of personal data for automated databases, their
same maintenance; the principle of collecting and processing personal data in a clearly defined manner; the
principle of granting or obtaining permission to use personal data in case of protection of vital interests for
the subject; the principle of permission for the use of personal data in case of justification of their processing
for public purposes in the field of health care, social protection, in the scientific sphere and in state statistical
research; the principle of the possibility for Member States to establish in their legislation specialization in
areas for obtaining individual information, etc.
Conclusions. In the context of studying international legislation in the field of biometric personal data
protection, it should be concluded that Ukraine needs to harmonize regulations with the provisions
of the UN Universal Declaration of Human Rights, Directive 2002/20 / EC, Directive 2009/136 / EU,
Directive 97/66 / EC on processing of personal data and protection of privacy in the telecommunications
sector and Convention 108 on the Protection of Individuals with regard to Personal Data with Automated
Processing of Personal Data.
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