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LEGAL BASES OF THE USE OF INTERNET
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OF CRIMES

This article explores the legal framework for the use of the Internet when detecting and
investigating crimes. In accordance with the Criminal Procedural Code of Ukraine, the legal
framework for the use of the Internet in the detection and investigation of crimes is formulated.
The place and significance of the Internet in the criminal proceedings are highlighted. A number of
general factors influencing the pace and available in the area of legal regulation of the Internet in
the process of detecting and investigating crimes have been determined. The factors of inefficient
use of the Internet in the investigation of crimes are described. It is proved that the possibilities of
using information from the Internet can be considered as information in the structure of
procedural evidence in such forms as testimony; evidence; documents; conclusions of experts.
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IocTtanoBka mpodjemu. Ha cyyacHoMy erami TeXHIKO-TEXHOJOTIYHOTO PO3BUTKY MpoOieMaTHKa
MIPaBOBUX 3acajl BUKOPUCTAHHS MeEpexXi |HTepHET mpH BUSBICHHI Ta PO3CIigyBaHHI 3J0YMHIB cTaja
IOMiHy0o4Or0. B yMoBax yKpaiHCBKMX IEepeXiIHUX CEKOHOMIYHHX 1 TIOJMITHYHHX IIPOIECIB IPaBOBE
3a0e3TeYeHHs] BUKOPUCTaHHsI Mepeki [HTepHEeT y KpUMiHAIbHOMY MPOBA/KCHHI Ma€ BayKIMBE 3HAYCHHS
i QyHKUiOHyBaHHA Aep:kaBu. OUeBUIHO, 10 aKTyaJIbHUM CTa€ CTBOPEHHS BiANOBIAHUX HAJICKHUX YMOB
JUTsT 3a0€3TMeUYeHHS KPUMIHAIBLHOTO TTPOBAKEHHS, 0 HEMOXKIINBE 0€3 TEOPEeTUIHOT0 aHai3y CydacHOTO
CTaHy BHUKOPUCTAHHA Mepexi [HTepHeT mpu BHSABICHHI Ta pO3CIIAyBaHHI 3J0YMHIB Ta (OPMYBaHHS
PEKOMEH/IAIiH 3 ONTUMI3AIlil CUTYaIlii, 10 CKJIAar0ThCsI.

AHaJi3 ocTaHHIX JocTimKeHb i myomikamii. [Ipodiemarrnka mpaBoBUX 3aca] BUKOPUCTAHHSI MEPeKi
Inreprer Oynm mpeaMeToM HAYKOBHX JIOCHIUKEHb TakWX BuUeHHX, sk: H.B. Ana6’ema, I'.O. Aumpomyk,
O.A. bapanos, /I.B. boiiko, M.B. I'ypa, K.O. 3epos, C.O. €Emenbsanunk, O.1. Kapnenko, O.A. MyparikeBud,
A.B. Ia3tok, O.A. Ilpucsxnrok, O.I1. Pagkepny, K.C. [1lax06a3stH. Y TOH ke yac, TOCTIKEHHS Ha3BaHHUX Ta
IHIMMX BYEHWX Y CBOid OLIBIIOCTI, CTOCYBAIMCH MIiKHAPOAHO-TIPABOBOTO PETYJIIOBAHHS Ta IPaBOBOI
periameHTaIii QyHKIIOHyBaHHs Mepexi [HTepHeT, 6e3 MPUCBSYCHHS YBard MIUTaHHSIM caMe MPaBOBHX 3acajl
BUKOPHUCTaHHS Mepexi [HTepHeT npu BUSBIICHHI Ta PO3CIIilyBaHHI 3JI0YMHIB.

VY 3B’S3Ky 3 IIUM MeTOI0 MaHOi cTATTi € (OpPMYJIIOBaHHS IPABOBUX 3acajJ BHUKOPHUCTAHHSI MEpPEexki
IHTepHeT mpwm BUSBICHHI 1 PO3CIIAYBaHHI 3JIOYMHIB Ta HA OCHOBI JOCITIKEHHS 3MicTy KpuminanbHOTO
MPOIECyabHOTO KOJEKCY BHOKPEMJICHHS Micusg 1 3Ha4eHHS Mepexi [HTepHeT y KpuMiHaJIbHOMY
ITPOBAJKCHHI.

Buxaan ocHoBHOro Martepiaiy. Oznmiero 3 ocodbmuBocteil Mepexi [HTepHeT € Te, mo i MacmrabHe
Ta IIBUJKE BIPOBA/DKEHHS Yy JIIOACHKE JKUTTA MPU3BENO 110 QyHIAMEHTaIbHOI 3MIHM MEpeki BCiX BHIIB
JIFOJICHKOT JTISITBHOCTI, B TOMY YHCJIi 3JIOYMHHOI JiSUTBHOCTI 1 JisUTBHOCTI 3 pO3CiimyBaHHs 3104uHIB. [Ipu
IbOMY BIAIOBIAHAM YHHOM IIe¢ BimoOpaswiiocs y OisSUTBHOCTI CIIAYOro, SK 3MIHH Yy OpraHi3amiifHuX Ta
iHmmx (opmax poOOTH, 3aMiHU CTapuX HOPM Ta po3poOKa HOBMX, IO TIOB’S3aHI 3 BipTyasi3alli€lo BCiei
JUSUTBHOCTI (TEXHOJIOTI3allisl, KOMIT FOTEepH3allisi, TPOrpaMyBaHHs, allTOPUTMI3Ilisl TOIIIO).

VYesa indopmaris 3 Mepexi [HTEpHET, IO CTOCYETHCS MO 3JIOYMHY MOXKE OyTH BHU3HAUEHA SK
KPUMIHQIICTUYHO 3Hadyma iHdopMmalis uis KpPUMIHAJIBHOTO TPOBAa/UKeHHA. BoHa Moke BHUCTymaTw
B SIKOCTI JIOKa3iB MO KPUMIHAJILHOMY NPOBA/PKEHHIO YW CIPHUATH OTPHMAHHIO TaKOBHUX Ta MOXe OyTu
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BUKOpUCTaHa [uisd 3a0e3medyeHHs mnpodeciiiHol  AisUTBHOCTI  CHITYOr0 B paMKaX  KPUMiHAIBHOTO
IIPOBAKECHHSI.

3a mymxoro, O.B. Kocomam mpaBoBOro peryiroBaHHS Ha 3aKOHOJIABYOMY PiBHI MOTPeOyIOTh OKpemi
HanpsIMK B3a€MOBITHOCHH, SIKi BUHHMKAIOTh B Mepexki [HTepHeT, mpoTe iX HaciiIku MaiTh abo MOXYTb
MaTH CBifi MartepiaabHU BHpa3. Jle okpeme Micie OyIyTh IOCITaTH, OCOOIMBOCTI CTATyCy yYAaCHHKIB
Takux npaposignocuu’. O.1. Byrepa BBakae, 10 IOLTBHAM € PO3POOIEHHS Ta NPHAHATTS 3aKOHY YKpaiHu
«IIpo BuKOpuCTaHHS Mepexi [HTepHeT Mis 3amobiraHHs 3MOYMHHOCTI». 3a JYMKOIO BUCHOTO, TAKHH 3aKOH
MOJKE MaTH TaKy CTPYKTYpY:

1) BU3HAYEHHS TEPMIiHIB;

2) 3aKOHOMABCTBO y chepi BUKOPUCTAHHS MEpeXi [HTepHET My1s1 3a1mo0iraHHs 3TI0YMHHOCTI;

3) Mera, OCHOBHI HaNpsSMH Ta 3aBJIaHHS 3a1100iTaHHS 3I0YUHHOCT;

4) cy0’exTH 3amobiranHs, iX QYHKIIIT;

5) KOHTpPOIb 32 3MIMCHEHHSIM 3aM001KHUX 3aXO0/IiB;

6) NPHKIHIIEBI TTOIOKEHHS .

Indopmarist 3 mepexi [HTepHET € Pi3HOBUIOM KOMIT' IOTEpHOI (e1eKTpoHHO1) iH(opMmaii. 3aBasku
BUKOPUCTAaHHIO Takoi iH(popMallii MOXYTh BCTaHOBIIOBATHCS OCOOJNMBOCTI aOCONIOTHO BCIX EJIEMEHTIB
KPUMIHATICTUYHOI XapaKTepPUCTHKH 37104MHY. TBOpLsSME (aBTOpamMH, BHHAXiIHUKAMH TOMIO) iHpopmMarii
y Mepexi [HTepHeT € oiuHa, TeXHIYHMIA 3aci0 1 OHIaliH-Mepexa.

Ha manuifi MOMEHT, CIIOCTEpITaeThCsl 301TBIICHHS TCOPETHYHHUX IOCTIIHKEHD MO0 BHKOPHUCTAHHS
Mepexi [HTepHer sk JpKepena Ta 3aco0y orpumanHs iHpopmanii. OnHak, Ha JaHUH MOMEHT IIe
HE BUPIIIWIO TPOOJEMATHKH 3 3ami3HeHHs (BiJcTaBaHHsS), IO Mae€ JeKiibka HampsmiB. OmHI 3 HUHX,
OpraHi3amifHO-TAaKTUIHUH Ta METONWYHUN I0J0 HEePEKTHBHOTO BHKOPUCTAaHHS Mepexi IHTepHeT
B po3citigyBaHHi 3104nHIB. [1l0 MOsSICHIOETHCS HACTYITHUMH YHHHUKAMH:

— wMepexa [HTepHeT paHille He po3risIanach, sk 3aci0, micie a0o iHIa 00CTaBUHA 3JI0YMHHOT ITOJIiT
TaKOTO IINPOKOTO KOJIa 3JI0YHHIB;

— BimOyJsocs 301IBIICHHS] KITBbKICHUX Ta SKICHUX ITOKAa3HUKIB OPTaHi30BaHOI 3JIOYMHHOCTI 3aBISKH
BUKOPUCTAaHHIO HUMH Mepexi [HTepHeT;

— BigOyocs 30UTBIIEHHS KUTHKOCTI KPUMIHAIICTHYHO 3HAYYIINX JAaHUX 3aBJISKH Mepexi [HTepHer,
SIKI HeOOX1THO OTIEPaTHBHO OOPOOHUTH Ha TPOTA31 KOPOTKOTO TEPMIiHY;

— HecTaya METOAMYHUX pO3pOOOK I0JI0 BUKOPUCTAHHS Mepexi [HTepHeT mpu momepemKeHH,
BUSIBJICHHI, PO3CITi{yBaHHI Ta PO3KPUTTI MPaBOMOPYILIECHb;

— BIJICYTHICTB (paxiBIIiB, SIKi BMIIM O KBali(hikOBaHO TPAIFOBATH B MEpeXki [HTEpHET 1 0JHOYACHO
BOJIOJITM OW OCHOBAMHM MPABOBUX 3HAHB;

— BIJICYTHICTh [i€BMX CHELiAIbHUX MPOrpaMHUX (YM TO alNTOPUTMIYHMX) 3a0e3neueHb s
BHPIIICHHS TIONTYKOBUX, iIeHTU(IKAIIMHNX, JIarHOCTUYHHX Ta IHIIUX 3aB/IaHb.

Sk ¢aktop omnTHMI3amii BHUKOPUCTAHHS BHCOKHX 1H(GOPMAIIMHMX TEXHOJIOTIH BBaXKAIOThH
0.0. [Mono6uuii Ta JI.M. Llexan, € npaBoBe perymoBaHHs QyHKIiOHYBaHHsA Mepexi [nTeprer’. OKpeMuM
JOCHI/DKEHHSI B LIbOMY HAIPSAMKY € pO3CIiAyBaHHS BUKPaJCHb MaiHA, BYMHEHHUX 13 BUKOPHCTAHHAM
KOMIT FOTEpHUX TEXHOJIOTIH .

BusHaueHHs TpaBOBMX 3acaj BHKOPHCTAHHS Mepexi [HTepHeT y BUSBIEHHI Ta pO3CIigyBaHHI
37I0YHMHIB OTPEOYIOTh TOCTIKEHb Y TPHOX KOPEIALIHHUX MIIOMIMHAX:

— 3 0HOrO OOKY, PO3IJISA MUTAaHb 3arajbHOrO MPABOBOTO PETYIIOBAaHHS (DYHKIIOHYBAaHHS MEpEexi
InTepner;

' Koconam, O.B. (2016). Mixnapoauuii 1ocBizn ynpasiinus Intepuer-npoctopom. Ilpasosi ma incmumyyiiini
MeXaHizMu 3a0e3neuents po3sumKy 0epaicasu ma npasa 8 ymosax espoinmezpayii: marepiaan MikHApOIHOT
HayKOBO-TIpakTHIHOI KoH(epenii (20 tpasust 2016 p., M. Oxeca). Oneca, 411.

* Byrepa, O.1. (2018). 3akoHO1aBYE PEry/TIOBAHHS BUKOPHCTAHHS MEPEXKi IHTEpHET JUTs 3amoGiraHHs 3T0UHHHOCTI:
OCHOBHI TIPOGJIEMH Ta NIISAXU 1X BUPIIeHHS. [Ipukapnamcokuil opuouunuil éicnux, 1(22), 183.

? Mono6auii, 0.0., Lexan, JI.M. (2009). IIpaBose peryioBanHs GpyHKIIOHYBaHHS Mepexi InTepHeT — dhakTop
ONTUMI3aIlil BAKOPUCTAHHS BUCOKHX 1H(QOpMAIiFtHUX TexHOoJOoTiH. Poie ma micye OBC y po36y006i 0emokpamuinol
ma npasosoi depoicasu: Marepianu MixHapoaHOT HayKoBo-IpakTH4yHO1 KoHMepeniii (10 kBitHsa 2009 p., M. Oxeca).
Ouneca, 314.

* Camoiinenko, O.A. (2009). Oco6rusocmi poscridyéants 6UKpadenb Maina, UYUHEHUX i3 BUKOPUCTIAHHAM

xomn’ romeprux mexuonoeiu. Kuis: KHT, 328.
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— 3 JApPYroro — NnuTaHb MPAaBOBUX OCHOB [iSUIBHOCTI CHiJYOTrO TNPH BUSBJICHHI Ta PO3CI]idyBaHHI
3JI0YHHIB;

— 3 TPEeThOro — MIKHAPOJTHO-TIPABOBE PETYIIIOBAHHS JIBOX BHUIIIEO3HAUYCHHX MTPOIIECIB.

[Tpu BUsIBIIEHH] KPUMIHATICTUYHO 3HAYYIIO01 iHpOpMalii B Mepexi [HTepHeT BoHa MOXKe:

1) comyxut iHGOPMAIIIHHOIO OCHOBOIO MPHUWHATTS PIMICHL J0 BHECCHHS NAaHWX B CIUHUU peecTp
JOCYJIOBUX PO3CIIiTyBaHb T4 OCHOBOIO MIPUHHSTTS PillIeHb BXKE B PAMKAX KPUMIHAJIBHOTO MPOBAKCHHS;

2) mpUBOJIOM J0 BHECEHHS AaHUX J0 CIIMHOTO PEECTPY JOCYIOBHUX PO3CIIilyBaHb;

3) mifcTaBorO AJIS MPOBEACHHS NPOIECYAIbHUX il B paMKaxX KPUMiHAIBHOTO IMPOBAKCHHS.

OkpeMoi KpUMIHATICTHYHOI YBaru 3acilyrOByE TaKe CITIBBITHOIICHHS: Mepeka IHTepHeT Ta
Kpuminanenuit nponecyansuuii koneke Ykpainu (gani — KIIK Ykpainn). Tak, Bignosinno mo vHopm KIIK
VYkpaiHu MOXKIIMBO BUKOPUCTOBYBATH iHpOpMaLito 3 Mepexi [HTepHeT 1 ii HOCiB B IKOCTI BimoMocTel Ta ix
JUKEpel BIATOBIAHO B CTPYKTYpPl MPOIECYaTbHOTO JO0Ka3y. 3arajioM, MOKJIMBOCTI IOJ0 BHKOPHUCTAHHS
iHpopMaIii 3 Mepexi [HTepHET Ta i1 HOCIB MOXYTh PO3IISIATHCA B SIKOCTI BIOMOCTEH 1 IX JKepeln
BiJNOBIZHO B CTPYKTYPi HPOLIECYaTbHOTO A0KA3y B TAKMX BUIAX SIK:

1) moka3zaHHS;

2) pedoBi 10Ka3M;

3) IOKyMEHTH;

4) BHICHOBKH €KCIIEPTIB.

ITopsin 3 mM, iHGOpMAITisS 3 Mepeki [HTEepHET MOXKE BHCTYIATH 1 B SKOCTI OOCTaBHH, IO BXOIATH
JI0 TIpEIMETY JIOKa3yBaHHs, a TaKOX IHIIMX OOCTAaBUH, IO MAalOTh 3HAYCHHS JUIS KPUMIHAIBHOTO
IIPOBAJPKEHHS, — TIPH Ii3HAHHI ii He SIK BioMoCTel mpo (akTH, a B SIKOCTI sSBUIA JIIHCHOCTI, 1110 BOJOIE
BJIACHUMH 30BHIITHIMHA XapaKTEPUCTUKAMH.

Posmonin iH(opmaiii 3 Mepexi IHTepHET, MmO PO3IJISAAOTBCS B SIKOCTI JpKepesia JI0Ka3iB,
Ha MEPBHHHI 1 TOXiIHI HENPHUITyCTUMO, TaK SIK JaHi HOCIi 4acTo MICTATh OJHOYACHO OpHUTiHAIBHY
iHdopmarito i ii xyOmikaT, — npu ILOMY BHJada Ti€l Ta 1HIIOI, KOPUCTYBavyeBi 3a3BUYail BiOyBaeThCs
IUISIXOM KOITifOBaHHS Ha nmpomikHi Hocii. Tak, O.I1. Bamryk Harojomrye Ha IMEpCIEKTHBHOMY ITiIXOTi
JI0 I0CITiIKyBaHOT MPOGIEeMaTHKH .

VY mpouecyalbHUX JOKyMeHTax iH(opManiro 3 Mepexi [HTepHeT, sfika BUKOPUCTOBYETHCS B SKOCTI
JTOKa3iB, CIIIJI BHIIIATH OKPEeMO 3HAYeHHS iH(opMmarlii Ta 3HadeHHsS (I3UIHMX O3HAK i1 HOCIiB s
MPaBUIIBLHOI OINIHKHM X 1OKa30BOi IiHHOCTI. [Hbopmamis 3 mepexi IHTepHET Mae neske mone 30iry 3
[IPaBOBOIO IH(OpMAIlI€0, YacTUHA SIKOTO MPEJACTABIsAE caMe Ty IHpOpMAIlo, 0 IUPKYIIOE
B KPUMIiHAJIEHOMY TTPOBAKECHHI.

TakuM YHHOM, YHIKaIBHICTH iH(OpMamii 3 Mepexi [HTepHeT B KpHUMIHAILHOMY IPOBAKEHHI
MOJISITA€ B HACTYTTHOMY:

1) BoHa MOXke OyTH sIK 3MiCTOM JI0Ka3iB, TaK 1 YaCTUHOK OOCTaBWH, IIO Ii/UIATAIOTh BCTAHOBICHHIO
Yy KpUMiHaJILHOMY TTPOBaKEHHI, TOOTO MPEIMETOM JTOKA3yBAHHSI;

2) BOHa MOK€ BHCTYTAaTH YaCTUHOIO 3HAPAIAS 3IOUYNHY (KOJIH 3HAPAIAA B LIJIOMY — TEXHIYHHUN 3aci0
3 IOCTYTIOM JI0 Mepexi [HTepHeT);

3) 00’ €KTUBHICTB 1 MaTepialibHICTh MPOIIECiB ii mepeaadi, 3MiHN, 3HAIIEHHS T03BOJISIOTH PO3MIISIATH
OKpeMi MOMEHTH 11 BAKOPUCTAHHS K CIIOCIO BUNHEHHS 3JI0UHHY;

4) daxt ii cTBOpeHHs MOXe MO3HAYaTH IOPUANYHUI (DaKT BHHUKHEHHS KPHUMiHAJIBHO-TIPABOBUX
BIJIHOCHH, a peajbHICTh 30iry 3a3Ha4eHUX (HaKTiB — CIYKUTH IiJICTABOI0 BHECEHHS JIaHUX JI0 CIUHOTO
PEECTPY HOCYMOBUX PO3CIiAyBaHb.

PekoMeHoBaHO AJIsi TPAaBUIBHOTO 1 IMOBHOIO CHPUHHATTS iH(popManii 3 mepexi IHTepHer
y4aCHHKaM KPUMIHAIBHOTO MPOBA/KEHHS, MTPOBOIUTH OTJISAJ JaHUX y Mepexi [HTepHeT, 3a0e3neynBIm
y4acTh y HbOMY cremiamicta. I[Ipu mosBi OyIb-IKMX CKJIQIHOMIIIB 31 CIPUUHATTAM 1 pPO3YMIHHSAM
iHpopMarii 3 Mepexi [HTepHET, MO BUXOISTH 3a PAaMKHU 3arajbHUX OCOOJIMBOCTEH KOJYBaHHS JaHOTO
BHIy iHpopMamii, HEOoOXiHO MpHU3HAYATH BIANOBINHY CYJOBY eKkcrepTusy. I[lpore st OIliHKH
iHpopMmarrii 3 Mepexi I[HTepHET, sKa BHCTYIIa€ B IKOCTI JOKa3iB y KPUMIHAIBHUX MPOBAKCHHSX,
CIIeIiaIbHIX 3HAHb HE MOTPIOHO.

! Bamyk, O I1. (2018). PO3BUTOK KOHIIEIIIii BUKOPHCTAHHS TI0JI0XKEHb aHTPOTOKEPEIbHOI HeBepOanbHoi iHbopMarii
B KpUMiHAMICTUIl. Cyuachi Hanpsmu, 3acobu ma memoou npomuoii 310uunHocmi: marepiaan MiKHApOIHOT
KoH(epeH1ii, mpucesdeHo1 105-piuuro Bif AHS HAPOIKEHHS BUIATHOIO BYCHOTO-KPUMIHAIICTA, TOKTOPA FOPUANYHHX
HayK, npodecopa Bikropa [TaBnosnua Konmakosa (23 mucronana 2018 poky, M. Oneca). Oneca, 56.
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VY mpoueci oninku iHpopmanii 3 Mepexi [HTepHeT He0OXiTHO BPaxOBYBAaTH BHJ 1 KPUMIHATICTUYHI
pHCH PO3CITiTyBAaHOTO KPUMIHAIBHOTO TIPOBAHKCHHS, @ TAKOX OCOOIMBOCTI Cirimdoi cutyarii. [Hdopmarris,
0 BHUABIISETHCS B MEPEXKi [HTEpHET, OIIHIOEThCA, TEpI 3a BCE, B IJIaHI 11 HAJIEKHOCTI, TOMMYCTUMOCTI Ta
JIOCTOBIPHOCTi, @ B CYKYIIHOCTI 3 IHIIUMH JIOKa3aMU — JIOCTATHOCTI JJIsi BUPIIICHHS KPUMIHAJIBLHOTO
npoBapkeHHA. OcoOMUBOCTI OmiHKK iH(OpMarii 3 Mepexi [HTepHEeT 6araro B YoMy 3ajieXkaTh BiJ[ TOTO,
SIKUM CTIIOCOOOM a00 IMUISIXOM BOHA OTpHUMaHa — CJIITYUM, OTIEPATUBHUKOM a00 BiJI TPETHOi OCOOH.

BusnaueHHs Haje:KHOCTI BinnoBigHol iH(opMmaii 3 Mepexi [HTepHeT nependayae BCTaHOBJICHHS ii
IPUYMHHOTO 3B’ 3Ky 3 MOJI€I0 304UHY. 11 omycTHMIiCTh 3a0€3MeuyeThes:

a) OTpUMaHHAM HAJICKHUM Cy0’ €KTOM;

0) OTpUMAaHHIM 3 HAJIEIKHOTO JPKEepena;

B) IOTPUMaHHAM BCTaHOBJICHOT IPOLICAYPH OTPUMAaHHS Ta 0(hOPMIICHHS.

BcTanoBiieHHs TOCTOBIpHOCTI iH(OpMariii 3 Mepexi IHTepHEeT CKiIamaeThes 3 ABOX MPOTHIICKHHIX
CKJIaI0BUX. 3 OfHOrO OOKy, ampiopi MaeThcs Ha yBasi, mo iHdopMmaris 3 mepexi IHTepHeT, BiAmoBigae
niicHocti. 3 iHmoro Ooky, iHdopMmamis 3 Mepexi [HTepHeT B psili BUNAAKIB MOXE OYTH HaBMHCHO
NepeKpyveHa, 110 sIK pa3 1 BUSABJSIETHCS LUISIXOM ii IEpeBipKHU 3a JTOTIOMOTOIO 1HIIMX JJOKAa3iB.

JouinbHe BUKOpUCTaHHS iHpOpMaIi 3 Mepexi [HTepHeT y ¢popmi KomitoBaHHS Ha HOBOMY HOCIT 3
BIJNOBIIHAM 3a3HA4YEHHSIM B MPOIECyaIbHOMY JTOKYMEHTI (IpOTOKOJi). B Takomy BumManaky, y mpoTOKOIi
3a3HAYaAIOTHCS TEXHIYHI 3aCO0M Ta MPOrpaMu, 3a JIOTIOMOTOK SIKUX OYJI0 3pO0JIEHO KOIIOBaHHS, JIaHi o
ckormiioBany iH(opmarito Ta ii pekBi3UTH (CUCOK (haiiiiB, po3TanryBanHs ¢GailiIiB Ha HOCII, THII, 00’ €M,
Jara i 4yac CTBOPEHHS, 3MiHHM, BIAKPUTTS (aiiiB TOIIO). Y TPOTOKOJI OIMUCYETHCS KOPOTKHH 3MicCT
ckomiiioBaHoi iHdopmarlii abo 0 MPOTOKOJIY 3aCTOCOBYETHCS pO3APYKiBKa (MammuMHOTpama) Irei
indopwmartii. Hociit iHpopMmarttii 3 Mepexi [HTepHET 3amakoByeThCsl Ta omedaryeThes. Jlii, mpoaykToBaHi 3
iHpopMaIiicro 3 Mepexi [HTepHeT, ¢ikcyroThes Takoxk B GopMi Oe3rnepepBHHX Bijeo3amnuciB. Baxiuso,
camy fito (mouryk, 30ip, nepeBipka Ta 30epiraHHs), 0OCTaBUHM 1 YMOBH KOIIIIOBaHHS HOCIiB iH(opMarlii 3
Mepexi [HTepHeT BUKOHATH MPO30PO, KOMIETEHTHO Ta MaKCUMaJIbHO MOBHO. YYacTh CIELiaNicTa B IIbOMY
IIPOLIECi, € PEKOMEHI0BAHOIO.

Jlo ocHOBHUX crioco0iB BusiBieHHs iH(opmaii y Mepexi [HTepHeT BiqHOCAThCS:

a) mpolecyanbHui (TIpy IPOBEICHHI MPOIeCyaIbHUX JTil);

0) HemporecyanpHil (TIpH pearizariii 3axX01iB).

3a mporecyalbHUM 3HAYCHHSM Y BUSIBICHHI Ta PO3CIHiAyBaHHI 3JI0YMHIB iH(OpMAIls 3 Mepexi
IHTEepHET MOAINSAETHCS HA JIOKA30BY 1 OPIEHTOBHY.

TakuMm YMHOM, TEMIT Ta HasBHE Y cepi MPaBOBOTO PETyJIOBaHHSI Mepeki [HTepHeT y mporieci
BUSIBJICHHSI Ta PO3CIIiIyBaHHS 3JI04YMHIB, 00YMOBIJICHO PSJIOM 3arajibHUX (HaKTOpiB:

— TOSIBOIO HOBUX BUJIIB Ta (hOpM MPaBONOpPYIIEHb Y Mepexi [HTepHerT;

— TMOSIBOIO HOBHMX CHOCOOIB MiATOTOBKHM, BUYMHEHHS Ta MPUXOBaHHSA MPaBONOPYILICHb y MEPExi
Inrepuer;

— 30UIBLIEHHAM KIJIBKOCTI TPAaBOMOPYIIEHbB, 10 BUMHIOIOTHCS 3JIOYMHISIMH, SKi BUKOPHCTOBYIOTh
JUIsl IIbOTO MEPEeXy IHTepHeT;

— JWHAMIYHAM TIIePEXO0JOM 3JIOYHMHINB Y BIpTyaJIbHHHA CBIT 1 CTBOPEHHSM BipTYyaJbHOTO MiCIIS
3JI0YMHHOI ITOJIIT;

— TMOSIBOIO HOBOI'O JDKEpesa pPi3HOCTOPOHHBOI iH(popMalii — Mepexa I[HTepHeT wmoa0 pi3HUX
00’ €KTIB JTOCIIIIPKEHHS;

— TOSBOK HOBOIO JDKEpeja KPUMIHATICTUYHO 3HAYylIoi iHpopMmalii— mepexa [HTepHET 11010
3JI0YMHHOI MTOIT;

— HeoOXifHicTIO (GopMyBaHHA HOBUX 0a3 AaHWX Yy cuctemi MiHicTepcTBa BHYTPIIIHIX CIPaB
VYkpaiHu 1 JApyrux HIpPaBOOXOPOHHUX OpPraHiB 3 BpaxyBaHHSAM HAapOCTAIOYMX MOXJIMBOCTEH Mepexi
InTepner;

— HEOOXiJHICTIO MPOTHO3YBAaHHS MOXKIIMBUX TEHJCHIIM POCTY 3I0YMHHOCTI 3 YpaxXyBaHHIM MEpexXi
Inrepuer;

— HeoOX1AHICTIO MPO(DITAKTUKHM 37T0YMHHOCTI 3 YpaxyBaHHSIM MOXKJINBOCTEeH Mepexki [HTepHeT;

— HeoOXiJgHicTIO (hopMyBaHHS HOBHUX METO[IB, CIIOCOOIB, MPHUOMIB TMOIIYKY KPUMIHAJTICTUYHO
3Hauymoi iHdopMmartlii y Mmepexi [HTepHeT;

— HEOOXITHICTIO alTOpHUTMI3allii Ta IporpaMyBaHHS CIiA901 TisSUTBHOCTI y Mepexi [HTepHeT.

BucHoBknu. TakuM 4YMHOM, MOXXHA CTBEPJKYBaTH, IO ycs iH(opmalis 3 Mepexi [HTepHerT, 110
CTOCYETBCS TMOII 3I0YMHY MOXe OYTH BH3HAau€HA sSIK KPUMIHAIICTUYHO 3Hadylna iHndopMmaris. Bona Moxe
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BUCTYIATHU B SIKOCTI JJOKa3iB 110 KPUMiHAJILHOMY MPOBAKEHHIO UM CIIPUATH OTPUMAHHIO TAKOBHX Ta MOXKE
OyTH BHKOpHCTaHAa JJIs 3a0e3MeUeHHs TisTbHOCTI CITII0r0. Y3aralbHeHI MOYKITHBOCTI 010 BUKOPUCTAHHS
iHpopmarii 3 mepexi IHTepHeT Ta ii HOCIB MOXYTh pPO3INISAATHCA B AKOCTI BigoMocTed 1 iX Kepen
BiJIMOBIZHO B CTPYKTYPi NPOLIECYATBHOTO JOKA3y B TAKMX BHUJIAX SIK TIOKA3aHHsI, PEYOBi JT0Ka3H, JOKYMEHTH,
BHCHOBKH CKCIIEPTIB.

References:

1. Kosolap, O.V. (2016). Mizhnarodny'j dosvid upravlinnya Internet-prostorom. [International experience
in managing Internet space]. Pravovi ta instytucijni mexanizmy zabezpechennya rozvytku derzhavy ta prava
vV umovax yevrointegraciyi: materialy Mizhnarodnoyi naukovo-praktychnoyi konferenciyi (20 travnya 2016 r.,

m. Odesa). [Legal and institutional mechanisms for the development of state and law in the conditions of European
integration: materials of the International Scientific and Practical Conference (May 20, 2016, Odesa)]. Odesa,
409-411. [in Ukrainian].

2. Bugera, O.1. (2018). Zakonodavche regulyuvannya vykorystannya merezhi Internet dlya zapobigannya
zlochynnosti: osnovni problemy ta shlyaxy yix vyrishennya [Legislative regulation of the use of the Internet
to prevent crime: the main problems and ways to solve them]. Prykarpatskyj yurydychnyj visnyk [Precarpathian
Legal Bulletin], no 1(22). 181-184. [in Ukrainian].

3. Podobnyj, O.0., Cexan, D.M. (2009). Pravove regulyuvannya funkcionuvannya merezhi Internet — faktor
optymizaciyi vykorystannya vysokyx informacijnyx texnologij [Legal regulation of the functioning
of the Internet — an optimization factor for the use of high-tech information technologies]. Rol ta misce OVS
u rozbudovi demokratychnoyi ta pravovoyi derzhavy: materialy Mizhnarodnoyi naukovo-praktychnoyi
konferenciyi (10 kvitnya 2009 r., m. Odesa) [The role and place of the ATS in the development of a democratic
and rule-of-law state: materials of the International Scientific and Practical Conference (April 10, 2009, Odesa)].
Odesa, 314. [in Ukrainian].

4. Samojlenko, O.A. (2009). Osoblyvosti rozsliduvannya vykraden majna, vychynenyx iz vykorystannyam
kompyuternyx texnologij [Features of the investigation of theft of property made using computer technology].
Kyiv: KNT. [in Ukrainian].

5. Vashhuk, O.P. (2018). Rozvytok koncepciyi vykorystannya polozhen antropodzherelnoyi neverbalnoyi informaciyi
v kryminalistyci [Development of the concept of using the provisions of anthropogenic non-verbal information
in criminology]. Suchasni napryamy, zasoby ta metody protydiyi zlochynnosti: materialy Mizhnarodnoyi
konferenciyi, prysvyachenoyi 105-richchyu vid dnya narodzhennya vydatnogo vchenogo-kryminalista, doktora
yurydychnyx nauk, profesora Viktora Pavlovycha Kolmakova (23 ly stopada 2018 roku, m. Odesa).
[Contemporary trends, means and methods of combating crime: materials of the International Conference devoted
to the 105th anniversary of the birth of the outstanding scientist-criminalist, Doctor of Law, Professor Victor
Pavlovich Kolmakov (November 23, 2018, Odesa)]. Odesa, 54-57. [in Ukrainian].

159



