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The tiredness of a society from the numerical (by the number of candidates for election)
presidential election campaign, the unprecedented result of the winner’s vote, the key role
played by technology in the election campaign and other features of the 2019 election campaign
in Ukraine in the presidential election, require institutional settlement of issues with the
formation of public opinion Ukraine. The political players use social networks to spread their
agitation and mass messages more often. However, their role isn't always constructive. One of
the destructive tools of the election campaign is the concept of "virtualization" of the president
and the need to study this phenomenon for the perspectives of electoral practices in Ukraine.
Keywords: decency technology, presidential election campaign, destructive electoral
technologies, counteraction, Ukraine.

Formulation of the problem. The presidential campaign 2019 in Ukraine has become
unprecedented with its use of social networks. Exactly due to their capacity Volodymyr Zelenskyi could
catch up his rating in a peak short period of time. But on the other hand, manipulations, anti-advertising,
enemy language and online labelling, actually, split the Ukrainian society into two parts. For the first time
during the independence period the presidential campaign demonstrated such a breakup between the
candidates for the highest state position.

Unexpectedly for Ukrainian election campaign, Instagram, Facebook, Telegram turned to be a really
efficient political tool. Exactly these social networks helped to assure Volodymyr Zelenskyi’s success.

Status of studies. The fundamental works on the topic of election technologies were made by
Ukrainian researchers — D. Bohush, V. Rybachenko, I. Polischuk, L. Horishko, V. Kovalevskyi and others,
although they don’t pay much attention to such important component of elective process as destructive
potential (in the aspect of influence on the social point of view) of digitalized elective technologies during
the last presidential campaign in Ukraine.

The aim of article. The aim of this research is to investigate the peculiarities of application of
modern destructive digitalized elective technologies and analyze their impact on the result of the election.

The statement of the main content. After the Russian social networks “Odnoklasniki” and
“VKontakte” had been banned in Ukraine, the audience switched to “Facebook” and “Instagram”. In
particular, the Ukrainian “Facebook” segment has risen fourfold, and by February 2019 it accounted more
than 12 million users'.

According to the data presented by the Ministry of Internal Affairs 11 thousand 226 messages about
violation or prevention of election process have been stated, 915 minutes have been concluded, 436
criminal proceedings have been started since the start of election campaign. The majority of messages were
about the illegal agitation — 3444, bribe of electors — 958, hooliganism — 397 and prevention of realization
of election right — 323°.

Political players use social networks for spreading their agitation and messages more often. But their
role is not always constructive — social networks have become a really effective tool for black PR, anti-
advertisement, which are aimed against the rivals and manipulating the social point of view. Several years
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ago, some politicians and partied made investments into media — “jeans”, but now they are much eager to
pay different internet-bots'.

According to the research by Kyiv International University of Sociology conducted on the request
of “Detector Media”, 23,5% of citizens of the country get information about the situation in Ukraine and in
the world exactly from social networks. 12,4 % trust this information®.

Kyiv International Institute of Sociology presented sociological data that 74% of Ukrainians in 2018
consider television as the key source of news. But the quotient of TV addiction is reducing, and almost one
third of Ukrainians read the news in the Internet mass media, and every fourth Ukrainian reads the news in
social networks. This means that for the first time in history posts in social networks have considerable
political impact. And possibilities for targeting of social point of view have million coverage. They, in
particular, were used by Zelenskyi’s headquarters, led by digital director Myhailo Fedorov. Having great
recognizability Zelenskyi used the positions in the sphere of online platforms. For example, one of the
destructive tools of election campaign is the concept of president ‘virtualization’. The minimal physical
activity, absence of specific plan of actions and complete mystique of the candidate. For example,
as a respond to blame for drug addiction, Zelenskyi posted a video swimming in the pool with a comment
“The time of dirt, troubles, depression for people. The pool takes it off.

I recommend it to everyone.” 1 million of views by evening’.

“Zelenskyi not just changed the rules of the game, engaging the young electorate, building his
campaign on getting immediate response in social networks; but he could also impose his new political
game on Poroshenko — based on digital communication, which became an easier and much effective
method. Also unprecedented tool was the film product “The Servant of the nation”, which created the
ready-made association about the president before the election. It can also serve as a certain pressure on
public opinion, as it sets its alternativeless scenario of actions. But the virtualization of the candidate either
really explains political landmarks, or, to the contrary, confuses the voter, giving false hopes?*.

The effective election technology is incriminating evidence. In election campaign 2019 we can
observe a lot of examples, which were used by Tymoshenko, Poroshenko and Zelenskyi against each other.
It refers to the information about Zelenskyi’s business in Russia, and scandal with the theft of funds in
Defense Industry. Politicians hire journalists, who search for such information which can damage the image
of the opponent and publish it in the necessary moment. These can be the articles written to order in printed
mass media or TV stories.

The essence of destructive technology of using bots is that a lot of fake accounts leave positive
comments under the posts on president’s page and create the illusion of public support. Under the
critical posts of other users, they, on the contrary, leave negative comments, try to discredit the author
or the published information, change the discussion accents, substitute the concepts, calm down
the agitation.

Such advertisement was most widely spread by such pages as “Cynic Bandera”, “The Ministry
of mountebanks”, “Betray/Victory”, “Yellow ribbon”, “Boycott of the Party of Regions”. The journalists of
the publishing house “The Babel” analyzed, who paid for the spreading of such videos in social networks
and found out that the digital agency “Postmen” stands for all the publics. It also tackles the conduct of the
pages of the president and political party “Solidarity”. All in all, the advertisement of these videos
in Facebook cost not less than 2 million hryvnas’.
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On the whole, such destructive technology as emotion manipulation was the key one for Petro
Poroshenko’s election campaign, and not just in social networks. For example, it is the comparison of
Poroshenko with Putin, conveying that all the candidates except him will make arrangements with
Russia, that the victory of Zelenskyi will lead to revanche of ‘regionals’. The thesis that Zelenskiy will
support Russia or oligarch Thor Kolomoiskyi will rule the country were actively promoted. The people
were also divided into two camps — those who supported Poroshenko were patriots who long for
development of Ukraine, and those who voted for the rest of the candidates were insane people or
obvious “vatniks”(People who support Russia).One of the used methods was the principle of “disrespect
transmission” The opponent is deliberately directed to dubious remarks, when the disrespect for the
voters is revealed. Then this disrespect is transmitted either in time, when the past prominence of the
opponent is translated, or from the smaller audience to the bigger one (TV translation). The candidates’
slogans, the ways of agitation distribution, anti-advertisement usage, viral information, obvious fakes.
As the primary voters had to become young people, Volodymyr Zelenskyi’s team used the internet
extremely actively to convey their message to the masses. Their advertising campaign is characterized by
the striking simplicity and certain courage in slogans — “Let’s meet the spring without gunpowder”, “ Put
the tick — and shut down their business”, “ Let’s make them all together” etc. Supporting such a brave
candidate everyone as if made efforts to ruin the present politics, was against the system — and as we
know every person has rebellious moods, and the possibility to express them in such way helped
Volodymyr Zelenskyi get high support from Ukrainians. During his speech on debates on April, 19
at the Olympyiskyi stadium'.

Volodymyr Oleksandrovych Zelenskyi successfully used such manipulative technology as “magic
numbers” and pointed out that during the period of presidency his opponent Petro Poroshenko increased his
fortune 82 times. For society such fact turned out to be shocking, the reaction of the stadium was heard and
then followed the articles with the same headlines.

Especially if the proverb “Numbers don’t lie” is true, such unbelievable sums of money seem to be
a crime against the people. Such manipulation is powerful because the number is stated without
comparison with other years and officials, and even though it is torn out of context, it still evokes plenty
of negative emotions. Also, the manipulative tool “generalization™ was used. Appealing to the opponent,
Volodymyr Zelenskyi named his friends to be corrupted. Without naming concrete people and their
number, he made the people think that all the president’s friends are corrupted. As there is no evidence to
support this fact or prove it to be false — this manipulative reply also considerably increased his rating
for voters.

One should mention, that Poroshenko’s team didn’t ignore the digital field either. Labelling as a drug
addicted person, creating the video where Ze dies. Poroshenko’s team played the digital game, introduced
by Zelenskyi, but behaved as the old-school politician.

Among the destructive technology there are also critics and opponent discreditation. More than one
third of the materials (37%) in regional mass media contained the features of order, other 7% had the
features of contra-agitation and black PR. Such are the results of investigation by Citizenship Unity “The
institute of Mass Information”, which was conducted in 10 regions of Ukraine in March 2019. 7% of the
total amount of materials about politicians contained the features of agitation against candidates. The most
of them were aimed against Petro Poroshenko ( 49% from the total amount of negative materials with the
features of order), Julia Tymoshenko ( 18%) and Volodymyr Zelenskyi (18%)’.

According to the monitoring during 1-5 of April 2019, conducted by Citizenship Unity “ The
Institute of Mass Information” the majority of news was against Petro Poroshenko — 77, 7% (234 texts),
when 22,3 % (67 texts) were against Volodymyr Zelenskyi. Except the number, the character of such news
was also different: Zelenskyi was said to be not competent, not ready to become the President, he was
blamed to have Russian connections or business with oligarch Thor Kolomoyskyi, but some sites spread
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obvious fakes against Poroshenko, blamed him to do falsification or breaking up the process of election at
all, immediate beneficiation and building one more “Mezhyhiria™".

A separate part of destructive technologies is the manipulation of ratings and sociological surveys.
This is especially noticeable in the media.

The general picture of the monitoring of the public organization Detector.media also demonstrates
the lack of centralized state censorship, but at the same time, the restrictions that the owners and their
political allies set for news and talk shows is very noticeable everywhere. For some channels, for example,
ICTV, Inter, STB, "Ukraine", they are characterized by so-called "PR-digests". It is a cutting of the short
messages with the campaign statements, the election promises or the life scenes of candidates, who spread
noncritical perceptions of candidates, and the voter sees only the populism, rather than the meaningful
information that would enable him to make the right decision. The lack of critical information is also
evident during the talk show, where the VIP guests receive a "warm bath" with a comfortable environment
and inexpressive issues, and thus have the opportunity to show themselves in the most beneficial light”.

According to the survey "3D profiles of the presidential election participants-2019" conducted by the
Center for Applied Research, the Internet in 2018, the Internet, for the first time, has caught up with the TV
as a way of getting political news. About 70% of voters receive information from TV and from the
network; they often combine these sources. In this case, Facebook as the source of the news overtook the
traditional online media. Thus, the information is received by 49% of voters from Facebook, and 43.5%
from the on-line media.

The Protection Center of Kyivans has created a special information line, which can be used by voters
who were tried to be bribe, to be manipulate, to be request personal data, or tried to be engage in the other
electoral manipulations. Kyivans are counseled by lawyers who record offenses in accordance with the
electoral legislation of Ukraine and help to send a case or appeal to law enforcement agencies. In the future,
this allows the persons whose rights have been violated to appeal to law enforcement agencies in order to
bring the perpetrators to justice’. Such centers and hotlines should be created not only in Kyiv, but also in
each city. In addition, it is necessary to raise the level of awareness of Ukrainians, to disseminate
knowledge about media education.

In Ukraine, the Ministry of Internal Affairs has launched the information and analytical system
"Elections 2019", which in the online mode fixes how many daily violations of electoral law are recorded
on the territory of the entire Ukraine. Any person can check how many and what violations were recorded
on a particular day. The system is aimed at publicly showing to voters which of the candidates is acting
unlawfully.

Means of prevention and counteraction are in the control and timely sorting of the information field,
that is, in information hygiene. It is important to check the information and sources of information in the
search engines. There are also legal peculiarities of the counteraction to lies on the Internet. For example,
the lawyer must prove, firstly, the fact of the dissemination of information, and secondly, to establish and
indicate in the lawsuit of the author of the information material, the person who distributed it, as well as the
owner of the website that hosts the information material ( paragraphs 9, 12 of the resolution of the Plenum
of the Supreme Court of Ukraine "About the judicial practice in cases of protection of the dignity and honor
of an individual, as well as the business reputation of a natural person and a legal entity").

In the case of social networks, such as Facebook, in certain circumstances this will be extremely
difficult and sometimes impossible. A capital truth known to all legal professionals — each party must prove
the circumstances to which it refers as a basis for its claims and objections. Therefore, in asking for the
affiliation of a Facebook page to a particular person (the defendant), it is only possible to sigh with the relief
of the plaintiff’s lawyer if the defendant in a court recognizes that such account (web page) in Facebook really
belongs to him and he really disseminated the disputed information. In this case, the well-known rule of the
court operates — the circumstances that are recognized by the parties are not subject to proof.

! Xt0 mounts kanauaaris? Heratus B onnaitu-meia (2019). Incmumym macosoi ingpopmayii.
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2 Excriepr: OcobuuBicts kammanii-2019 y 3MI — Maninymsiwii 3 pefitaaramu (2019). Vipingopm.
<https://www.ukrinform.ua/rubric-elections/2650426-ekspert-osoblivist-kampanii2019-u-zmi-manipulacii-z-
rejtingami.html> (2019, April, 30).

* Yecni Bubopn y Kuesi: sk npotucrosti Maxinatism (2019). Lenmp saxucmy xusn.
<https://czk.org.ua/kyiv/news/972> (2019, April, 30).

131



EVROPSKY POLITICKY A PRAVNI DISKURZ ISSN 2336-5439 (Print); 2336-5447 (Online)

If the defendant chooses the position "I am not me and the house is not mine", then the plaintiff will
have to bring the court to the fact that the account on the social network from which the information is
disseminated belongs to the defendant. Moreover, it is just about proving this fact with the use of the
appropriate, admissible and reliable evidence; the court is not obliged to believe the plaintiff by word.
However, with the proofs of affiliation account in social networking to a certain person, everything is quite
difficult. There is no reliable evidence of affiliation to the account holder even as an administrator of a
social network, since when registering, the user can specify any data, such as someone else’s or fictitious. It
is appropriate to mention here a special mark in social network "Facebook" in the form of a tick in the blue
circle next to the user name, which must confirm the identity of the account to a certain person. The
procedure for such verification is rather vague, available to not all users (only for politicians, athletes,
artists, and journalists) and regulated by the internal rules of the "Facebook" itself. It is unlikely that such
"evidence" will satisfy the court, but one should not forget that login and password for logging into the
account can simply be transferred to someone else, lost or the account will be broken.

However, due to the fact that Facebook’s verified accounts are owned by public persons who actively
use them to increase their popularity, it is unlikely that such people, known to the world, will refuse to give
up their words and will assert in a court that the account does not belong to them.

A recognized fact of affiliation with the defendant’s account means the absence of the plaintiff’s
obligation to prove this fact. The cases of refusals of respondents from other, non-verified accounts are quite
real and even widespread in the judicial practice. The position of the court in such situations is rather
unequivocal — if the plaintiff did not prove the affiliation of the account from which the information was
disseminated to the respondent, then such a claim cannot be satisfied. As to the owner of the website, which is
also the proper defendant in the lawsuit and which the plaintiff has also to establish, too, the following should
be noted. The current legislation (Law of Ukraine "On Copyright and Related Rights") distinguishes between
such terms as "website owner", "web page owner" and "account". There is a legal presumption: unless proven
otherwise, the owner of the website is the registrar of the corresponding domain name or the recipient of the
hosting services. Talking about the same social network "Facebook": facebook.com domain name is Facebook
Inc., registered at 1601 Willow Road, Menlo Park, California, United States of America; in fact, the
information of European users of this network is stored on the servers of Facebook Ireland Ltd, 4 Grand Canal
Square, Grand Canal Harbor, D2, Dublin, Ireland. Of course, you can specify the company Facebook Inc.
the defendant in a suit filed, for example, with the Pechersk District Court of Kyiv, but it is clear that the
practical benefit of this will be very doubtful — the American company is not obliged to comply with the
decisions of the Ukrainian courts. In such cases, where it is almost impossible for the author of the
information, its distributor, and the owner of the website to be held liable, it may be possible, for example, to
recognize the information as inaccurate and to refute it in the order of the separate proceedings'.

According to right saving organization the Freedom House, the most popular tactics of the social
media manipulation in Ukraine are the use of the paid pro-government bloggers and political bots”.

Conclusions. In summary, we can say that the retraction social media false information can be quite
a daunting task that will require the applicant and his lawyer innovative approaches, creative solutions,
sound and prudent strategy of the case and perseverance and sometimes even a certain percentage luck.
However, this does not mean that it is impossible to win such a case and it is not necessary to fight for its
reputation. On the contrary, the active position of the plaintiff himself, along with a properly constructed
work with facts and evidence, will be almost certainly a guarantee of a positive result.

In the state, the body should be established as a convergent and independent regulatory and
supervisory authority in the media sphere, which should also be regulated in the Internet sphere. The
current challenges and threats faced by our state in the media space require more decisive action from the
regulator to respond to numerous violations on radio, television and on the Internet’.

The effectiveness of their use cannot be overestimated and it is even more difficult to recognize
a simple person in a modern, filled informational environment. Therefore, you should carefully check
the facts, pay attention to the rhetoric of the speaker, the slogans, not to believe the emotional component,
but have rational approach to this important period in the public policy as the presidential elections.

! Jliza: 3axon. <https://jurliga.ligazakon.net/analitycs/181455_sprostuvannya-nedostovrno-nformats-poshireno-u-
sotsalnikh-merezhakh-shcho-skazhe-sud> (2019, April, 30).

? Freedom House. Freedom on the Net 2017. <https://regmedia.co.uk/2017/11/14/fotn.pdf> (2019, April, 30).

? Konax, B.K. (2017). 3a6esneuenns Gesnexosux imnepamusie y medianpocmopi Ykpainu (konmenmuuii 6umip):
MoHorpadist. Kui: BunaBaunrso «®Denike», 379.

132



ISSN 2336-5439 (Print); 2336-5447 (Online) EUROPEAN POLITICAL AND LAW DISCOURSE e Volume 6 Issue 3 2019

References:

1. Lajk zamist grechky: yak polityky agituyut u socmerezhax. [Like instead of buckwheat: how politicians are
agitating in social networks]. Deutsche Welle. <https://www.dw.com/uk/maiik-3amicTh-TpeUKH-SIK-TIOTI THKH-
ariTyIoTh-y-conmepexax/a-47435207>. (2019, February 11). [in Ukrainian].

2. Vybory Prezydenta 2019: Pidsumky roboty MVS u tsyfrakh ta faktakh [Presidential Elections 2019: Results
of the Ministry of Internal Affairs in figures and facts]. MIA of Ukraine.
<https://mvs.gov.ua/ua/news/20960 Vibori_ Prezidenta 2019 Pidsumki roboti MVS u cifrah ta faktah.htm>
(2019, May, 24). [in Ukrainian].

3. Kostiuk, B. (2017). Sotsialni merezhi — mistse manipuliatsii suspilnoiu svidomistiu [Social networks are the place
of manipulation of social consciousness]. Radio Svoboda. <https://www.radiosvoboda.org/a/28856229 . html>
(2017, November, 16) [in Ukrainian].

4. Dzherela informatsii, mediahramotnist i rosiiska propahanda: rezultaty vseukrainskoho opytuvannia hromadskoi
dumky [Sources of information, media literacy and Russian propaganda: the results of an all-Ukrainian poll
of public opinion]. Kyivskyi mizhnarodnyi instytut sotsiolohii.
<https://detector.media/doc/images/news/archive/2016/164308/AReport Media Feb2019 v2.pdf>. [in Ukrainian].

5. Yak ukraintsi dyvylys debaty mizh Zelenskym ta Poroshenko, khto peremih ta yak tse vplynulo na rezultaty
vyboriv: rezultaty telefonnoho rollinhovoho opytuvannia za 19-20 kvitnia 2019 roku [How was the Ukrainians are
debated between Zelenskiy and Poroshenko, who moved and how it impied in results of the elections: results
of telephone rolling review for 19-20 april 2019]. Kyivskyi mizhnarodnyi instytut sotsiolohii.
<https://www kiis.com.ua/?lang=ukr&cat=reports&id=858 &page=1> (2019, April, 20). [in Ukrainian].

6. Verstiuk, Y.N., Berdynskykh, K.O. (2019). Kak novye tekhnolohyy perevorachyvaiut vybory [How new
technologies turn over elections]. Novoe Vremia [New Time]. <https://magazine.nv.ua/journal/3360-journal-no-
13.html> (2019, April, 11) [in Russian].

7. Spirin, Y. (2019). 5 dniv do druhoho turu. Ahentstvo, yake vede sotsmerezhi Poroshenka, prosuvaie rolyky pro
«narkomana Zelenskoho». My z’iasuvaly, skilky tse koshtuie [5 days before the second round. The agency, which
leads the social network Poroshenko, promotes videos about the "Zelensky drug addict". We figured out how much
it costs]. <https://thebabel.com.ua/texts/28810-5-dniv-do-drugogo-turu-agentstvo-yake-vede-socmerezhi-
poroshenka-prosuvaye-roliki-pro-narkomana-zelenskogo-mi-z-yasuvali-skilki-ce-koshtuye>.

8. Debaty Zelenskoho i Poroshenka: onlain [Zelensky and Poroshenko debate: online]. RBC Ukraine.
<https://www.rbc.ua/ukr/news/debaty-zelenskogo-poroshenko-glavnoe-1554314386.html> (2019, April, 19)

[in Ukrainian].

9. Manipuliatsiia y manipuliatyvni tekhnolohii [Manipulation and manipulative technologies]. Ahentstvo
Stratehichnykh Doslidzhen. <http://sd.net.ua/2012/03/06/manipulyaciya-j-manipulyativni-texnologiyi.htmI>
[in Ukrainian].

10. Khto naibilshe dzhynsuvav v internet-ZMI? Monitorynhovyi zvit za 1-12 kvitnia 2019 roku [Who is the most
jeans in the online media? Monitoring report April 1-12, 2019]. Instytut masovoi informatsii.
<https://imi.org.ua/monitorings/khto-naybil-she-dzhynsuvav-v-internet-zmi-monitorynhovyy-zvit-za-1-12-kvitnia-
2019-roku/>. (2019, April 12). [in Ukrainian].

11. Khto mochyt kandydativ? Nehatyv v onlain-media [Who is wetting the candidates? Negative in online media].
Instytut masovoi informatsii. <https://imi.org.ua/monitorings/khto-mochyt-kandydativ-nehatyv-v-onlayn-media/>.
(2019, April, 12). [in Ukrainian]

12. Ekspert: Osoblyvist kampanii-2019 u ZMI — manipuliatsii z reitynhamy [Expert: The feature of the 2019 campaign
in the media is the manipulation of ratings]. Ukrinform. <https://www.ukrinform.ua/rubric-elections/2650426-
ekspert-osoblivist-kampanii2019-u-zmi-manipulacii-z-rejtingami.html>. (2019, February, 28). [in Ukrainian].

13. Chesni vybory u Kyievi: yak protystoiaty makhinatsiiam [Honest elections in Kyiv: how to resist machinations].
Tsentr zakhystu kyian. <https://czk.org.ua/kyiv/news/972>. (2019, March 01). [in Ukrainian]

14. Sprostuvannia nedostovirnoi informatsii, poshyrenoi u sotsialnykh merezhakh: shcho skazhe sud? [Rebuttal
of inaccurate information disseminated in social networks: what will the court say?] Liha: Zakon.
<https://jurliga.ligazakon.net/analitycs/181455 sprostuvannya-nedostovrno-nformats-poshireno-u-sotsalnikh-
merezhakh-shcho-skazhe-sud>. [in Ukrainian] (2018, October 31)

15. Manipulating Social Media to Undermine Democracy. Freedom on the Net 2017. Freedom House.
<https://regmedia.co.uk/2017/11/14/fotn.pdf.> (2017, November, 14). [in English].

16. Konakh, V.K. (2017). Zabezpechennia bezpekovykh imperatyviv u mediaprostori Ukrainy (kontentnyi vymir).
[Enforcement of security imperatives in the media space of Ukraine (content dimension)]: Monohrafiia. Kyiv:
Vydavnytstvo «Feniks».

133



